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Australia: Watching the watchers: workplace surveillance

 

Workplace surveillance now comes in limitless forms, thanks to rapid advances in technology.

Capturing and storing data has never been easier - which is of great benefit across all areas of the workplace - but it's
important to remember that the fundamental principles around privacy, data retention and employee rights apply to workplace
surveillance, whatever form it may take.

Technology has also leapt well beyond the legislation that regulates surveillance in Queensland, however recent case law is
proving that workplaces can find themselves in the spotlight if they don't manage their surveillance activities in line with
employee rights.

Know what you are getting into

Workplace surveillance can range from data monitoring (for example, email, phone and internet history collection), optical and
auditory recordings (using a smartphone) to sophisticated GPS tracking mechanisms, drones and biological surveillance (for
example, drug and alcohol testing, and fingerprint detection).

Surveillance data can be a valuable source of objective, unbiased evidence when investigating allegations of workplace
misconduct and help to improve safety, training, security and production outcomes. But it's crucial for employers to be aware of
the risks to worker morale, privacy and trust if surveillance is not implemented and managed carefully. This is especially the
case as work and home life increasingly overlap.

Overview of the laws

The Invasion of Privacy Act 1971 (Qld) regulates surveillance1 in Queensland and is explicit about the use of listening devices
to covertly overhear, record, monitor or listen to private conversations. The Act does not, however, address other common
forms of surveillance, such as optical recordings or GPS tracking, nor does it specifically address workplace surveillance.

By comparison, other states have created specific legislation to regulate workplace surveillance - Workplace Surveillance Act
2005 in New South Wales and the Workplace Privacy Act 2011 in the Australian Capital Territory. Both Acts regulate beyond
just listening devices and include, for example, restrictions on computer surveillance (except when covered by a clear
workplace policy). Victoria has also integrated workplace privacy provisions into its broader Surveillance Devices Act 1999
(Vic.).2

The variation in legislation can present challenges for companies working across jurisdictions, especially when the disclosure
and retention requirements are more onerous in some states than others or for national employers with single integrated IT
systems.

Surveillance and the employment relationship

While Queensland has little formal regulation around workplace surveillance, other contractual and regulatory protections
applicable to the general employment relationship still apply.

Several recent cases highlight when and how surveillance can lawfully be relied on during disciplinary proceedings and the
importance of affording employees their existing legal rights under the employment relationship.
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Security and theft

In Mulhall v Direct Freight,3 CCTV footage was relied on as evidence to dismiss a delivery driver for "serious misconduct" on
the basis that he had allegedly stolen a laptop.

The CCTV footage showed the driver was involved in "suspicious activity" while loading the relevant order. It showed him
repeatedly looking at the camera and unnecessarily dragging other boxes to hide the one that went missing. The investigators
believed they could identify the missing box from the footage due to its size and a distinct tape used.

The employee brought an unfair dismissal claim against his employer, claiming that the box could not be identified as the
footage was too poor to provide a clear image. He also alleged he was not afforded procedural fairness because he was not
given an opportunity to view and respond to the CCTV footage before he was terminated. The employer attempted to show the
employee the footage, but he declined to attend due to illness and provided a medical certificate.

The Fair Work Commission (FWC) rejected the company's arguments that the surveillance footage proved the worker had
engaged in serious misconduct, finding that the so-called "suspicious behaviour" was speculative and the employee should
have been given an opportunity to view the footage first. The FWC found that the dismissal was unjust and unreasonable, and
the employee was awarded $25,468.13 in damages.

Social media

The appropriateness of monitoring and intervening in an employee's personal social media accounts is an increasingly
common challenge for workplaces.

In Clint Remmert v Broken Hill4 an employer discovered a Facebook post by an employee that, in their view, mocked the
employee's work supervisor. The employee was dismissed and he subsequently brought an unfair dismissal claim against the
company. He argued that there was no valid reason to dismiss him because he was not at work when he posted the comment
and he did not name his supervisor in the post.

The FWC found there was a "relevant and sufficient connection" between the employee's out-of-hours conduct and
employment relationship. Many of the employee's Facebook friends were also employees of the company and his comments
were made in relation to a photo taken at the workplace. Further, it was found that the employee's comments were either
knowingly directed at his supervisor, or at best, the employee was aware that others would understand the inference.

The employer relied on its social media policy (SMP), which prohibited workers from using any platforms to discriminate,
harass, bully or victimise other employees. The FWC held that because the employee breached the SMP and was on his final
warning for inappropriate conduct, there was a valid reason for his dismissal. However, the FWC did not accept that the
employee had been afforded the requisite procedural fairness because he was not told about a confidential report relevant to
the investigation. Further, the employee had not been fully briefed on the SMP or assessed to ensure he understood it. The
employer was ordered to pay the employee $28,000 in compensation.

Employees undertaking surveillance

Smartphones have made it increasingly common for employees to record conversations with employers or colleagues.

In Stover v Charters Towers Regional Council,5 an employer dismissed a senior road supervisor when it discovered he had
covertly recorded his conversations with other employees and had made obscene comments about a female colleague to other
employees. Mr Stover submitted an application for reinstatement to the Queensland Industrial Relations Commission, alleging
his dismissal was unfair.

At the hearing, witnesses testified that the employee had advised them that he had a history of taping conversations at work.
Deputy president Swan said that regardless of whether the employer had issued a memorandum banning covert recordings,
the supervisor's conduct was "intimidatory, threatening and menacing and were actions which warranted serious responses...
anyone surreptitiously taping the conversations of work colleagues in the workplace would be automatically deemed
untrustworthy". The comments regarding the female employee were also a factor in his dismissal, evidencing a level of
disrespect for his co-workers "far outside the ordinary bounds of reasonable behaviour". The tribunal held that, due to the
employee's conduct, the relationship was irretrievably broken down and that the employee was not unfairly dismissed.

Best practice

To ensure workplace surveillance is used appropriately, including managing the employment relationship, employers should:

consider providing clear notice or obvious signage that surveillance may be conducted

ensure policies regarding the use of information systems and how they may be monitored are developed, implemented
and understood by all staff

regularly conduct and document training on appropriate workplace behaviour and expected standards of conduct
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focus on procedural fairness when surveillance material is used to make employment and other decisions

be aware that different jurisdictional laws may apply.

Employees should also:

carefully read and understand the terms of their contract as well as internal policies and procedures about workplace
surveillance activities that may be undertaken covertly or overtly in their workplace

consider and understand the expectations, policies and procedures that apply to their use of social media

understand that they may be subject to legal or internal restrictions on how they can personally undertake surveillance,
such as using a phone to covertly record meetings or other conversations in the workplace

ask to review any workplace surveillance material that supports an allegation.

This article was originally published in the October 2017 issue of Proctor and is republished here with their kind permission.
Click here to read the article.

Footnotes

1 There is also other legislation specific to government authorities or certain circumstances.

2 Surveillance Devices Act 1999 (Vic.) ss9A-9D.

3 Mulhall v Direct Freight (Qld) Pty Ltd T/A Direct Freight Express [2016] FWC 58.

4 Remmert v Broken Hill Operations Pty Ltd T/A Rasp Mine [2016] FWC 6036.

5 Garry Stover v Charters Towers Regional Council [2013] QIRComm 460.

The content of this article is intended to provide a general guide to the subject matter. Specialist advice should be sought about
your specific circumstances.
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